DHS IPR Border Enforcement:

TWO DHS SEIZURES OF COUNTERFEIT BEARINGS FROM
2000 TO 2008:

FY 2004 — TWO (2)

RECENTLY?
FY 2009 — NINE (9)*

WHAT DO THESE RECENT SEIZURES TELL US?
WHAT CAN WE TAKE FROM THESE SEIZURES?
WHO WAS INVOLVED?

WHAT'S THE U.S. GOVERNMENT RESPONSE?

*NOT FINAL
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: % U.S. Customs and
&> Border Protection
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DHS IPR Border Enforcement:

GENERIC GOODS / BLANKS AND IDENTIFYING ELEMENTS

PASSENGER BAGGAGE / PERSONAL & HOUSEHOLD
EFFECTS

MAIL / EXPRESS CONSIGNMENTS (Courier) — often coupled with
on-line ordering, resulting in...

...FREQUENT, SMALL SHIPMENTS to minimize risk of detection

CONSPIRACIES:
SUPPLY CHAIN
INTERNAL

g2 U.S. Customs and

~¥)5 Border Protection




Mail or courier envelopes declared as
“documents " may instead contain

authentic



DHS IPR Border Enforcement:

MANUFACTURER OVERRUNS, REJECTED GOODS
AUTHORIZED LICENSEE SHIPPING COUNTERFEIT

MASS-LOADING
MULTIPLE-PORT SHIPMENTS / STOPS
PORT-SHOPPING

CANCELLED BOL OR ENTRY

OWNER, CONSIGNEE CHANGE (IN-TRANSIT)

FALSE IDENTITIES:
FALSE FRONTS / SHELL CORPORATIONS
NON-EXISTENT ENTITIES
IDENTITY THEFT




Role of Rights Holders in IPR Enforcement

STEPS / Factors For Success:
ESTABLISH RIGHTS
PROACTIVELY PREVENT INFRINGEMENT
ENFORCE RIGHTS
MONITOR AND MANAGE ENFORCEMENT
ASSIST AUTHORITIES / EXCHANGE INFORMATION
CONDUCT TRAINING / AWARENESS CAMPAIGNS




Role of Rights Holders in IPR Enforcement

REGISTER AND MAINTAIN IP RIGHTS INTERNATIONALLY

e‘ Electronic

Lopyright OFfice

RECORD WITH BORDER ADMINISTRATIONS

U.S. Customs and border Protection (CBP)
Intellectual Property Rights e-Recordation (IPRR) application

Intellectual Property Rights Search (IPRS) of CBP Recordations



DHS IPR Border Enforcement:

TRADEMARK sssssssssssssssssnnnnns >

COPYRIGHT reesses >

PATENT
Only pursuant to USITC Exclusion Orders

TRADE NAME ----» | RED BULL GMBH

TRADE DRESS +uevsersesss . AT















Role of Rights Holders in IPR Enforcement

BRAND MANAGEMENT

LICENSING / MANUFACTURING:
CONDUCT DUE DILIGENCE
CONTRACT ADEQUATELY

IMPROVE INFRINGEMENT DETECTION CAPABILITIES

USE ANTI-PIRACY / COUNTERFEITING TECHNOLOGY

INTELLECTUAL PROPERTY
NO COUNTERFEITING

CONDUCT AWARENESS CAMPAIGNS / TRAINING
INFORM / LOBBY GOVERNMENT OFFICIALS

JOIN OTHER RIGHT HOLDERS IN ANTI-COUNTERFEITING /PIRACY
ORGANIZATIONS

SUPPORT INTERNATIONAL EFFORTS




Role of Rights Holders in IPR Enforcement

What Options Does A Right Holder Have If IP Is Stol en?
PRINCIPAL SYSTEMS:

Civil;
PRIVATE REDRESS:
Cease and Desist Letters

Negotiate Licensing Agreement / Royalty Payment
CIVIL REMEDIES:

Equitable Remedies (e.g., Injunction)

File Claim / Lawsuit / Litigate (State / Federal)

Alternative Dispute Resolution (ADR)

Criminal (e.g., ICE, FBI, State, Local)

Administrative (e.g., CBP)




Role of Rights Holders in IPR Enforcement

SCAN MARKETS

MONITOR COMPETITOR
FILINGS

SECURE SUFFICIENT
INFRINGEMENT
EVIDENCE

PRESERVE THE

INTEGRITY OF EVIDENCE



Role of Rights Holders in IPR Enforcement

Assistance Right Holders Should Provide, Upon Reque  st:
DETECTION AND INSPECTION OF INFRINGING ARTICLES

DETERMINATIONS OF:
CALCULATED LOSS — ECONOMIC, PROFIT
VALUES OF SEIZED GOODS, and
DISPOSITION OF SEIZED AND FORFEITED PROPERTY;

PROVIDE INDUSTRY AND FORENSIC EXPERTS, IF AVAILABLE;

TESTIMONY AT TRIAL

TARGETING INFORMATION:
AUTHORIZED LICENSEES
SUSPECTED VIOLATORS / SHIPMENTS
HIGH-RISK INDICATORS
CIRCUMVENTION / CONCEALMENT TECHNIQUES




Role of Rights Holders in IPR Enforcement

Product Identification (ID) Training — Why is it Imp

Familiarizes officers with the
characteristics of genuine
products so that they will be
better able to distinguish
genuine from infringing goods

Provides right holder with the
opportunity to communicate
and stress concerns and
circumstances surrounding
any alleged infringement
directly to officers

ortant?




Role of Rights Holders in IPR Enforcement

Product ID Training - Important Tips for Right Holde Is:
Provide periodically; plan for officer rotations

Conduct training through industry associations or in conjunction with
other right holders, e.g. IPR Trade Fairs

Allow plenty of lead-time before the desired training date
Be flexible on location, duration, and schedule
If on-site training is declined, then offer materials instead

Consider providing materials electronically, e.g., via secure password-
protected, Internet access

Provide hard-copy materials in a durable, portable format, if possible

IMPORTANT! Product ID information is protected from disclosure



Role of Rights Holders in IPR Enforcement

Product Identification Materials — Content:
TARGETING INFORMATION
IPR ALLEGEDLY INFRINGED
AUTHORIZED IP USAGE SPECIFICATIONS
PRODUCT CATALOGS w/ MFGR SUGGESTED RETAIL PRICES (MSRP)
STYLE GUIDES
DETAILED DESCRIPTIONS OF GENUINE & INFRINGING ARTICLES

QUALITY AND CHARACTERISTICS (ATTRIBUTES) of genuine and allegedly
Infringing articles and packaging

OTHER GOVERNMENT AGENCY (OGA) REQUIREMENTS
HEALTH AND SAFETY CONCERNS

LINKS TO TERRORISM OR ORGANIZED CRIME
POINT(S) OF CONTACT






THANKS!

IPRCENTER@dhs.gov



